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Abstract of the contribution: This contribution proposes a solution for KI #2.1. 
Discussion 

As indicated in Section 5.2.2, this study item identified in the Key Issue #2.2 that there is a need to study how the 5G network operation over non-3GPP access can be simplified in order to support access traffic steering, switching, and splitting (ATSSS) without utilizing the TNGF/N3IWF as specified in Rel-18 and earlier releases (TS 23.501 [3]). In particular, the simplified 5G network operation over non-3GPP access, is anticipated to simplify the UE protocol stack and reduce the user plane overhead (i.e., eliminate NAS signalling over non-3GPP access, eliminate IPsec tunnel encapsulation on the user and/or the control plane). 

This contribution proposes a solution which enables ATSSS communication between the UE and UPF without the need to deploy an N3IWF or TNGF on the non-3GPP access path. 
Proposal

It is proposed to add the following solution to TR 23.700-54:
**** First Change ****

6.0
Mapping of Solutions to Key Issues

Table 6.0-2: Mapping of ATSSS_Ph4 Solutions to Key Issues
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**** Next Change ****

6.2
Solutions for ATSSS_Ph4

6.2.Y
Solution #Y: ATSSS with Offloaded Non-3GPP Access

6.2.Y.1
Introduction

The solution in this clause specifies a new ATSSS architecture, which enables multi-access communication between the UE and UPF but without the need to deploy an N3IWF or TNGF on the non-3GPP access path. The solution enabled by this architecture is referred to as "ATSSS with Offloaded Non-3GPP Access" (ATSSS-OF) to emphasize that data traffic over non-3GPP access is offloaded from the 5G network (it uses only the UPF). This solution enables ATSSS operation without mandating the UE to register with the 5GC over non-3GPP access.
6.2.Y.2
High-level Description

The key principles of the solution are summarized below.

1. 
The UE registers with 5GC over 3GPP access and establishes an N1 connection with an AMF. This N1 connection supports secure NAS signalling between the UE and the AMF. During the 5G registration procedure over 3GPP access, the UE is informed whether the 5GC network supports the "ATSSS with Offloaded Non-3GPP Access" (ATSSS-OF) feature or not.

2. 
The UE does not register with 5GC over non-3GPP access, and it does not communicate with an N3IWF or TNGF.

3. 
The UE connects to any available non-3GPP access network using either its 5G credentials or other types of credentials (e.g., a passkey, username / password, etc.). When the UE connects to the non-3GPP access network using its 5G credentials, the non-3GPP access network communicates with a Non-Seamless WLAN Offload Function (NSWOF) in the 5GC via an SWa' interface, as specified in 3GPP TS 23.501[3].
4. 
The Non-3GPP access network is considered an "untrusted" non-3GPP access network, i.e., it is not managed by the 5G network operator, and it cannot be trusted.

5. 
Via the N1 connection, the UE sends a request to establish an "MA PDU Session using Offloaded Non-3GPP access" (if this is supported by the network; see step 1). This is a new type of MA PDU Session, which can have one 3GPP access path traversing 5GC, and one non-3GPP access path not traversing 5GC, as shown in Figure 6.2.Y.2-1 below. The non-3GPP access path is referred to as "offloaded non-3GPP access path".

6. 
The UPF exposes two IP addresses: an internal IP address that is accessible via the 3GPP access path and an external IP address that is accessible via the offloaded non-3GPP access path. Both IP addresses are sent to the UE.

7. 
Multi-access communication is enabled by using the Multipath QUIC (MPQUIC) steering functionality at the ATSSS client in the UE and at the ATSSS proxy in the UPF. This steering functionality is specified in TS 23.501 [3] and inherently supports confidentiality and integrity protection of data traffic using keys and algorithms negotiated during the MPQUIC connection setup. Consequently, it can protect data traffic over the offloaded non-3GPP access path.

8. 
The MPQUIC steering functionality is assumed to support "proxying IP in HTTP", as defined in RFC 9484. This enables the MPQUIC steering functionality to support, not only UDP traffic, but any type of IP traffic including TCP, UDP, ESP, ICMP, etc. 

NOTE 1: 
How the MPQUIC steering functionality can support "proxying IP in HTTP" is outside the scope of this solution.

9. 
Other steering functionalities specified in TS 23.501, i.e., the Multipath TCP (MPTCP) and the ATSSS-LL functionalities can be supported but they cannot protect the data traffic over the non-3GPP access path. 

10. The Performance Measurements Function Protocol (PMFP) which runs between the UE and UPF should operate itself over QUIC to benefit from the support of confidentiality and integrity protection. 

NOTE 2: 
Modifications required to support PMFP over QUIC are outside the scope of this solution.

11. The data traffic via an offloaded non-3GPP access path may traverse Network Address Translation (NAT) devices, as shown in Figure 6.2.Y.2-1. The UE should detect the presence of these devices and transmit keep-alive messages to refresh their bindings and keep the path alive. 

NOTE 3: 
How the UE handles NAT devices is outside the scope of this solution.
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Figure 6.2.Y.2-1: New ATSSS architecture using Offloaded Non-3GPP access

12. After the establishment of the MA PDU Session using Offloaded Non-3GPP access, the UE establishes several MPQUIC connections with the UPF, one MPQUIC connection for each QoS flow of the MA PDU Session. The UE establishes all these MPQUIC connections via 3GPP access so that it can associate each MPQUIC connection with a QoS flow. Note that if a MPQUIC connection is established via offloaded non-3GPP access, it is not possible to associate the MPQUIC connection with a QoS flow because no QoS flow information can be transferred via offloaded non-3GPP access. This is different from the Rel-18 ATSSS solution in which the UE can establish an MPQUIC connection either via 3GPP or non-3GPP access. 

6.2.Y.3
Procedures

Figure 6.2.Y.3-1 below depicts the key steps of the procedure that enables ATSSS with offloaded non-3GPP access. The main part of the figure illustrates how an MA PDU Session using offloaded non-3GPP access can be established and it is based on the existing MA PDU Session establishment procedure defined in TS 23.502 [4]. However, additional enhancements are specified, and they are depicted in red colour for clarity.
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Figure 6.2.Y.3-1: Procedure for enabling ATSSS with offloaded non-3GPP access

0.
The UE registers with the 5G core network over 3GPP access using its 5GS credentials. The Registration Accept message received by the UE contains a new indication (ATS-OF-IND) which indicates that the network supports ATSSS-OF. Based on this indication, the UE may later request an MA PDU Session using Offloaded Non-3GPP access. 

It is assumed that the UE is connected to a non-3GPP access network using either its 5G credentials, or any other credentials independent from its 5G credentials (e.g., a username / password or pre-shared key). 

1.
The UE decides to establish a MA PDU Session using Offloaded Non-3GPP access (MA-OF PDU Session), if the ATS-OF-IND received in the Registration Accept indicates that the network support ATSSS-OF. 
The UE transmits via the N1 connection an UL NAS Transport message to AMF. This message contains a PDU Session Establishment Request message to be forwarded to an SMF, an MA PDU Session indication, which indicates to AMF this is a request for a multiaccess (MA) PDU Session, and an indication called "Offloaded Non-3GPP Access", which indicates that the requested MA PDU Session should use offloaded non-3GPP access.

Within the "5GSM capability" element in the PDU Session Establishment request message, the UE includes its ATSSS capabilities. 

The NG-RAN forwards the UL NAS Transport to the AMF within a NGAP Uplink NAS Transport message.

2.
In response to receiving the UL NAS Transport message from the UE, the AMF selects an SMF and sends a Create SM Context Request message to SMF. This message encapsulates the PDU Session Establishment Request provided by the UE and contains the Offloaded Non-3GPP access indication. In response, the SMF sends a Create SM Context Response to AMF. The AMF may select an SMF by considering the Offloaded Non-3GPP access indication, e.g., it may select an SMF that supports MA-OF PDU Sessions.

3.
The SMF selects a PCF and sends an SM Policy Control Create Request message to PCF for providing session management control information. This message contains the MA PDU Request indication, the Offloaded Non-3GPP access indication, and the ATSSS capabilities of the UE, which were received by SMF within the "5GSM capability" element.

The PCF creates one or more PCC rules with "MA PDU Session Control" information indicating how the uplink traffic and how the downlink traffic should be routed across the various access paths of the MA-OF PDU Session. The PCF returns a SM Policy Control Create Response message to SMF including the created PCC rules with MA PDU Session Control, which should be applied for the MA-OF PDU Session.

4.
Based on the PCC rules received from PCF, the SMF creates corresponding ATSSS rules for the UE and MAR rules for the UPF. In addition, the SMF selects a UPF that can support ATSSS using Offloaded Non-3GPP access (ATSSS-OF), i.e., can support MA-OF PDU Sessions. 

5.
The SMF creates a Packet Forwarding Control Protocol (PFCP) session (also known as N4 session) with the selected UPF by sending a PFCP Session Establishment Request message that contains the created MAR rules and an Offloaded Non-3GPP Access indication, which indicates that the requested PFCP session should support offloaded non-3GPP access paths.

The UPF accepts the request and responds with a PFCP Session Establishment Response message, which contains an "Offloaded Non-3GPP Access Information" element. This element contains information that should be used by the UE to send traffic to UPF via the offloaded non-3GPP access path. Typically, it contains the "external IP address" allocated by the UPF for the MA-OF PDU Session.
7.
The SMF creates a PDU Session Establishment Accept message for the UE and encapsulates this message within an N1N2 Message Transfer Request, that is sent to the AMF. PDU Session Establishment Accept message includes an ATSSS Container element that contains the created ATSSS rules and contains also the "Offloaded Non-3GPP Access Information" element provided by UPF.

8.
The AMF requests from the NG-RAN to create the necessary resources for the MA-OF PDU Session by transmitting to NG-RAN a NGAP PDU Session Resource Setup Request message. This message encapsulates a DL NAS Transport message to be sent to UE, which contains the PDU Session Establishment Accept.

9.
The MA-OF PDU Session establishment procedure is completed by the UE receiving the DL NAS Transport message from AMF. This message contains the PDU Session Establishment Accept created by SMF, which includes the ATSSS rules and the “Offloaded Non-3GPP Access Information” element provided by UPF. The ATSSS rules indicate that the matching traffic shall be routed using the MPQUIC-IP steering functionality.

10.
After the MA-OF PDU Session is established, the UE establishes via 3GPP access one or more Multipath QUIC (MPQUIC) connection with the UPF. These MPQUIC connections must be established via 3GPP access so that it is possible to associate each MPQUIC connection with a QoS flow. In the Figure 6.2.Y.3-1, it is assumed that one MPQUIC connection is established.

In addition, the UE establishes with UPF an IP tunnel over HTTP, which is used for "proxying IP in HTTP", as defined in RFC 9484.
11.
The UE and the UPF start sending data traffic via the 3GPP access path over the established MPQUIC connection and the IP tunnel. The UPF forwards each data packet to its final destination, e.g., to a remote host.

12.
According to the normal QUIC procedures, the UE and the UPF can exchange additional connection identifiers for the established MPQUIC connection. In the example shown in Figure 6.2.Y.3-1, the UE sends a QUIC packet containing a NEW_CONNECTION_ID frame, which includes an additional connection identifier (C1) and a sequence number (SeqX) that can accept for the established MPQUIC connection. Similarly, the UPF sends a QUIC packet containing a NEW_CONNECTION_ID frame, which includes two additional connection identifiers (S1, S2) and two sequence numbers (SeqA, SeqB) that can accept for the established MPQUIC connection.

13.
At some point, the UE decides to add an offloaded non-3GPP access path to the MPQUIC connection established over 3GPP access. For this purpose, the normal path validation procedure is initiated (see RFC9000). Via the non-3GPP (the so-called offloaded non-3GPP access), the UE sends to UPF a QUIC packet containing a PATH_CHALLENGE frame using the connection identity S2 that was advertised before by UPF (in step 12b). The QUIC packet is encapsulated within an IP packet with a destination IP address set to the address included in the "Offloaded Non-3GPP Access Information" element received before by the UE (in step 9).
The UPF receives the QUIC packet from the UE via the offloaded non-3GPP access path and verifies the authenticity and the integrity of this packet, using the security context of the established MPQUIC connection. The UPF also identifies from the connection identifier S2 that the PATH_CHALLENGE frame is associated with the existing MPQUIC connection established via 3GPP access. If the verification is successful, the UPF responds with a PATH_RESPONSE frame and also initiates its own path validation by sending another PATH_CHALLENGE frame.

The UE receives via the offloaded non-3GPP access the QUIC packet sent by UPF and verifies the authenticity and the integrity of this packet, using the security context of the established MPQUIC connection. If the verification is successful, the UE responds with a PATH_RESPONSE frame. This concludes the path validation procedure and enables the offloaded non-3GPP access path to be added to the existing MPQUIC connection.
14.
After the offloaded non-3GPP access path is added to the existing MPQUIC connection, the UE and the UPF can start sending data traffic via this access path and can exchange data traffic by simultaneously using both the 3GPP access path (step 11) and the offloaded non-3GPP access path (step 14). Data traffic over the offloaded non-3GPP access path is protected using the QUIC security mechanisms. The UPF forwards each data packet received via the offloaded non-3GPP access path to its final destination, e.g., to the remote host.
The UE and the UPF route traffic across the 3GPP access path and the offloaded non-3GPP access path by applying the ATSSS rules and the MAR rules, respectively.

**** End of Changes ****

3GPP




UE
App Client
App traffic
5G Core
Network
Data
Network


MA PDU Session
App Server
ATSSS Client

AMF
SMF
PCF
Non-3GPP
Access
N6
Access path #2
(offloaded non-3GPP access path)
ATSSS Proxy
UPF
3GPP
Access
gNB
Access path #1
N3
N2
N2
N1
NSWOF
SWa'
NAT
Internal IP
ExternalIP





1a. UL NAS Transport
PDU Session ID, [S-NSSAI], [DNN], MA PDU Request,
Offloaded Non-3GPP Access,
PDU Session Establishment Request
(PDU Session ID, PDU type, 
SSC Mode, 5GSM capability)


2a. Create SM Context Req.
SUPI, PDU Session ID, S-NSSAI, 
DNN, MA PDU Request, Offloaded Non-3GPP Access, Access Type, RAT Type, UE location, 
PDU Session Establishment Req.(...)
2b. Create SM Context Res.
1b. NGAP Uplink NAS Transport
UL NAS Transport
SMF
AMF
UE
NG-RAN


9. DL NAS Transport
PDU Session ID,
PDU Session Establishment Accept
(PDU Session ID, PDU type,
SSC Mode, ATSSS Rules, Proxy information, Offloaded Non-3GPP Access Information)

PCF


8. NGAP PDU Session Resource Setup Request
PDU Session Establishment Accept (...)
5a. PFCP Session Establishment Request
SMF-ID, SMF-Session-ID, Multi-Access Rules (MAR), 
Offloaded Non-3GPP Access…,
7. N1N2 Message Transfer Request
PDU Session Establishment Accept (...)
5b. PFCP Session Establishment Response
UPF-ID, UPF-Session-ID, Proxy information, Offloaded Non-3GPP Access Information, ...
UPF


3a. SM Policy Control Create Req.
SUPI, PDU Session ID, S-NSSAI, 
DNN, Access Type, RAT Type, UE location, MA PDU Request, Offloaded Non-3GPP Access, ATSSS Capability
3c. SM Policy Control Create Res.
PCC rules with MA PDU Session Control
3b. Create one or more PCC rules with MA PDU Session Control
4. Create ATSSS rules and MAR and select a UPF that supports ATSSS with offloaded non-3GPP access (ATSSS-OF)
10a. Establish a Multipath QUIC connection over 3GPP access (more connections may be established, one per QoS flow)
12a. NEW_CONNECTION_ID (C1, SeqX)
3GPP
Access
Non-3GPP
Access
Internal IP address
External IP address
12b. NEW_CONNECTION_ID (S1, SeqA), NEW_CONNECTION_ID (S2, SeqB)
13b. Dest Connection ID = S2, PATH_CHALLENGE (x)
13c. Verify authenticity and integrity of packet
13e. Verify authenticity and integrity of packet
13d. Dest Connection ID = C1, PATH_RESPONSE (x), PATH_CHALLENGE (y)
13f. Dest Connection ID = S2, PATH_RESPONSE (y)
14. Data traffic over non-3GPP access path
11. Data traffic over 3GPP access path
13a. UE decides to adds an offloaded over non-3GPP access path to the MPQUIC connection
UE requests a 
MA-OF PDU Session
Path validated
Path validated
MA-OF PDU Session
established
0. 5G Registration procedure
The Registration Accept message contains a new indication (ATS-OF-IND) which indicates that the network supports ATSSS-OF
Remote Host
10b. Establish an IP tunnel over HTTP (as defined in RFC 9484)
11. Data
traffic
14. Data
traffic



